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Double and Triple Node-Erasure-Correcting
Codes Over Complete Graphs

Lev Yohananov

Abstract—1In this paper we study array-based codes over
graphs for correcting multiple node failures. These codes have
applications to neural networks, associative memories, and dis-
tributed storage systems. We assume that the information is
stored on the edges of a complete undirected graph and a node
failure is the event where all the edges in the neighborhood of
a given node have been erased. A code over graphs is called
p-node-erasure-correcting if it allows to reconstruct the erased
edges upon the failure of any p nodes or less. We present a
binary optimal construction for double-node-erasure correction
together with an efficient decoding algorithm, when the num-
ber of nodes is a prime number. Furthermore, we extend this
construction for triple-node-erasure-correcting codes when the
number of nodes is a prime number and two is a primitive ele-
ment in Z,. These codes are at most a single bit away from
optimality.

Index Terms— Array codes, crisscross erasures, codes over
graphs, rank metric codes.

I. INTRODUCTION

ETWORKS and distributed storage systems are usually
Nrepresented as graphs with the information stored in the
nodes (vertices) of the graph. In our recent work [23]-[25],
we have introduced a new model which assumes that the
information is stored on the edges. This setup is motivated
by several information systems. For example, in neural net-
works, the neural units are connected via links which store
and transmit information between the neural units [10]. Sim-
ilarly, in associative memories, the information is stored by
associations between different data items [21]. Furthermore,
representing information in a graph can model a distributed
storage system [7] while every two nodes can be connected
by a link that represents the information that is shared by the
nodes.

In [23]-[25], we introduced the notion of codes over graphs,
which is a class of codes storing the information on the edges
of a complete undirected graph (including self-loops). Thus,
each codeword is a labeled graph with n nodes (vertices) and
each of the (";rl) edges stores a symbol over an alphabet X..
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A node failure is the event where all the edges incident with a
given node have been erased, and a code over graphs is called
p-node-erasure-correcting if it allows to reconstruct the con-
tents of the erased edges upon the failure of any p nodes or
less.

The information stored in a complete undirected graph can
be represented by an n x n symmetric array and a failure of
the ith node corresponds to the erasure of the ith row and ith
column in the array. Hence, this problem is translated to the
problem of correcting symmetric crisscross erasures in square
symmetric arrays [15]. By the Singleton bound, the number of
redundancy edges (i.e., redundancy symbols in the array) of
every p-node-erasure-correcting code must be at least np— (g),
and a code meeting this bound will be referred as optimal.
While the construction of optimal codes is easily accomplished
by MDS codes, their alphabet size must be at least the order of
n?, and the task of constructing optimal (or close to optimal)
codes over graphs over smaller alphabets remains an intriguing
problem.

A natural approach to address this problem is by using the
wide existing knowledge on array code constructions such as
[2], [4]-[6], [9], [11]-[18], [20]. However, the setup of codes
over graphs differs from that of classical array codes in two
respects. First, the arrays are symmetric, and, secondly, a fail-
ure of the ith node in the graph corresponds to the failure of
the ith row and the ith column (for the same ¢) in the array.
Most existing constructions of array codes are not designed
for symmetric arrays, and they do not support this special
row—column failure model. However, it is still possible to use
existing code constructions and modify them to the special
structure of the above erasure model in graphs, as was done
in [23]-[25]. More specifically, based upon product codes [1],
[8], a construction of optimal codes whose alphabet size
grows only linearly with n has been proposed. Additionally,
using rank-metric codes [15]-[17], binary codes over graphs
were designed, however they are relatively close—yet do not
attain—the Singleton bound. In [23], [24], a construction of
optimal binary codes for two node failures was also presented
based upon ideas from EVENODD codes [2].

In this paper we build upon some of the methods that were
used in the array code constructions. An example of such
an approach is the algebraic representation of EVENODD
codes [2]. Another similar construction for optimal (p—1) X p
array codes that can tolerate any p column erasures was
given in [5] as well as its extensions in [4] and [11]. In these
papers, the authors also used an algebraic approach, where
each column of the array code is represented as a symbol
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over a fixed ring, which is then interpreted as a linear MDS
code of length p over the ring. Note that these constructions
cannot be used directly for the problem studied in the paper
for the reasons mentioned above. However, we still show
how to take advantage of this algebraic approach in order to
construct double- and triple-node-erasure-correcting codes.

Another approach for handling symmetric crisscross era-
sures (in symmetric arrays) is by using symmetric rank-metric
codes. In [16], Schmidt presented a construction of linear
[n X n,k,d] symmetric binary array codes with minimum
rank d, where k¥ = n(n—d+2)/2 if n—d is even, and
k = (n+1)(n—d+1)/2 otherwise. Such codes can correct
any d — 1 column or row erasures. Hence, it is possible to
use these codes to derive p-node-failure-correcting codes
while setting d = 2p+1, as the p node failures translate into
the erasure of p columns and p rows. However, the redun-
dancy of these codes is (g) symbols away from the Singleton
bound for symmetric crisscross erasures (e.g., for p = 2, their
redundancy is 2n while the Singleton lower bound is 2n — 1).

In this paper we carry an algebraic approach such as the
one presented in [4], [5], and [11] in order to propose new
constructions of binary codes over graphs. In Section II,
we formally define codes over graphs and review several
basic properties from [23], [25] that will be used in the
paper. In Section III, we present our optimal binary construc-
tion for two-node failures along with its decoding procedure.
This construction is not only simpler than the one given in
[23], [25], but it also provides a good intuition to understand
the triple-node-erasure-correcting codes in the paper. Further-
more, in Section IV, it is shown how to efficiently decode
the case of a single node failure for this construction. Then,
in Section V, we extend this construction for the three-node
failures case. This new construction is only at most a single
bit away from the Singleton bound, thereby outperforming
the construction obtained from [16]. In Section VI, we show
how to efficiently decode the failure of three nodes. Lastly,
Section VII concludes the paper.

II. DEFINITIONS AND PRELIMINARIES

For a positive integer n, the set {0,1,...,n — 1} will be
denoted by [n] and for a prime power ¢, F, is the finite field
of size g. A linear code of length n and dimension k over F,
will be denoted by [n, k], or [n,k,d],, where d denotes its
minimum distance. In the rest of this section, we follow the
definitions of our previous work [23] for codes over graphs.

A graph will be denoted by G = (V,,FE), where
V.. = {vo,v1,..., 0,1} is its set of n nodes (vertices) and
E CV, xV, is its edge set. In this paper, we only study
complete undirected graphs with self-loops, and in this case,
the edge set of an undirected graph G over an alphabet X is
defined by E = {(v;,v;) | (vi,v;) € Vi, x V0 > j}, with
a labeling function L : V,, x V,, — X. By a slight abuse of
notation, every undirected edge in the graph will be denoted
by (v;,v;) where the order in this pair does not matter, that
is, the notation (v;,v;) is identical to the notation (v;,wv;),
and thus there are ("!') edges. We will use the notation
G = (V,,L) for such graphs. For the rest of the paper,
whenever we refer to a graph we refer to an undirected graph.
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The labeling matrix of an undirected graph G = (V,,, L)
is an n X n symmetric matrix over X denoted by
Ag = [aiﬁj]?’:_ol”jf;?)l, where a;; = L{v;,v;). We also
use the lower-triangle-labeling matrix of G to be the n x n
matrix Af, = [a;j]?;()l”jr;)l such that a} ; = a;; if i > j and
otherwise %j = 0. The zero graph will be denoted by Gy
where for all 7,5 € [n], a; ; = 0.

Let X be a ring and GGy and G5 be two graphs over > with
the same node set V. The operator “+” between GG; and Go
over %, is defined by G + G5 = G, where G5 is the unique
graph satisfying Ag, + Ag, = Ag,. Similarly, the operator
“.” between (1 and an element o € X3, is denoted by a-G1 =
G3, where G35 is the unique graph satisfying a- Ag, = Ag,.

A code over graphs over ¥ of length n and size M is a set
of graphs C = {G; = (V,,, L;)|i € [M]} over %, and it will be
denoted by (n, M)s. In case that ¥ = {0, 1}, we simply use
the notation (n, M). The dimension of a code over graphs C
is k = logs;) M and the redundancy is r = ("}') —k. A code
over graphs C over a ring ¥ will be called linear and will be
denoted by U-[n, k]x, if for every G1,G2 € C and o, f € X,
aGq + Gy € C.

The neighborhood edge set of the ith node of an undirected
graph G = (V,,, L) is defined by N; = {(v;,v;) | j € [n]},
and it corresponds to the ith column and the ¢th row in the
labeling matrix Ag. The node failure of the ith node is the
event in which all the edges in the neighborhood set of the ith
node, i.e. INV;, are erased. We will also denote this edge set by
F; and refer to it by the failure set of the ith node. A code
over graphs is called a p-node-erasure-correcting code if it
can correct any failure of at most p nodes in each of its graphs.

As discussed in [23]-[25], according to the Singleton
bound, the minimum redundancy r of any p-node-erasure-
correcting code of length n, satisfies

p
=np <2) (M

"> n+1\ (n—-p+1
2 2

and a code over graphs which satisfies this inequality with
equality is called optimal. 1t was also observed in [23]-[25]
that for all n and p, an optimal p-node-erasure-correcting code
exists over a field of size at least ©(n?), and thus the goal is
to construct such codes over smaller fields, and ideally over
the binary field.

We conclude this section with reviewing the definition of
a distance metric over graphs from [25] and its connection
to the construction of codes correcting node failures. Let
G = (V,,, L) be a graph and let FE be the set of all nonzero
labeled edges of G, ie., E = {e € V,, x V,, | L(e) # 0}.
A vertex cover W of G is a subset of V,, such that for each
(vi,v;) € E either v; € W or v; € W. The graph weight of
G is defined by

’LU(G) o Wisa vefl%)l(riover of G{Wvl}7
and the graph distance between two graphs Gi1,Gy will
be denoted by d(G1,G2) where it holds that d(G1,G2) =
w(Gy — Go). It was proved in [25] that this graph distance
is a metric. The minimum distance of a code over graphs
C, denoted by d(C), is the minimum graph distance between
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any two distinct graphs in C, that is
d(C) = {d(G1,G2)},

min
G1#£G2 G1,G2€C
and in case the code is linear d(C) = mingec,ac,{w(G)}.
Lastly, we state the following theorem from [25] that estab-
lishes the connection between the graph distance and the node-
erasure-correction capability.

Theorem 1: A linear code over graphs C is a p-node-
erasure-correcting code if and only if its minimum distance
satisfies d(C) > p + 1.

Let n > 2 be a prime number. Denote by R,, the ring
of polynomials of degree at most n — 1 over Fy. It is well
known that R,, is isomorphic to the ring of all polynomi-
als in Fy[z] modulo z™ — 1. Denote by M,(x) € R, the
polynomial M, (x) = >}~ «* over Fa, where it holds that
M, (z)(x +1) = 2™ — 1 as a multiplication of polynomials
over Fso[z]. To avoid confusion in the sequel, since we are
using only polynomials over Fy, the notation z + 1 for all
¢ € [n], will refer to a polynomial in R,, and for £ = n,
we will use the notation 2™ — 1. It is well known that for all
¢ € [n] it holds that

ged(a! +1,2" —1) = 254 41 — ¢ 41,

and since M,,(z)(xz + 1) = 2™ — 1 it can be verified that

ged(z® +1, M, (z)) = 1. )

Notice also that when 2 is primitive in Z,, the polynomial
M,,(x) is irreducible [3]. The last important and well known
property we will use for polynomials over [y is that for all
k=27, j € Nit holds that 1 + z°¥ = (14 2*)*. The notation
(a),, will be used to denote the value of (a« mod n).

III. OPTIMAL BINARY
DOUBLE-NODE-ERASURE-CORRECTING CODES

In this section we present a family of optimal binary linear
double-node-erasure-correcting codes with n nodes, where n
is a prime number.

Remember that for ¢ € [n] the ith neighborhood set of the
ith node is N; = {(v;,v;) | j € [n]}. Let n > 3 be a prime
number and let G = (V},, L) be a graph with n vertices. For
h € [n] we define the neighborhood of the hth node without
itself self-loop by

Sh={<1}h,1}g> |€€ h;éé} (3)
We also define for m € [n], the mth diagonal set by
Dy, = {{vi,ve)|k, £ € [n], (k+ £),, = m}. 4)

The sets Sy, for h € [n] will be used to represent parity con-
straints on the neighborhood of each node and similarly the
sets D,, for m € [n] will be used to represent parity con-
straints on the diagonals with slope one in the labeling matrix
Ag. We state that for all m € [n], the size of D,, is 241, This
holds since in each neighborhood N (v;), there is only a single
edge which belongs to D,,, which is the edge (vi,v(m—s,)-
Another important observation is that D,,, contains only a sin-
gle self-loop which is the edge (v(;.0-1) ,V(ma-1y,)-
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Example 1: In Fig. 1 we demonstrate the sets Sy, and D,,,
where h,m € [11], of a graph G = (Vi1, L) on its lower-
triangle-labeling matrix Af,.

Motivated by the algebraic approach of the work in [4], [5],
and [11], we introduce one more useful notation for graphs.
Let G = (V,,L) be a graph. For i € [n] we denote the
neighborhood-polynomials of G to be

a;(x)

1

2 ) —
=eote1r+e 2+ e,

where for i, j € [n], e; ; = a;; = L(v;,v;). We also denote
the neighborhood-polynomial without self-loops of G to be

ai(r) = ai(z) — e; 2"

We are now ready to present the construction of optimal
double-node-erasure-correcting codes.
Construction 1: Let n > 3 be a prime number. The code
over graphs Cs is defined as follows,
=0,h € [n]
=0,men] [’

Note that for any graph G over the binary field, it holds that

(a) Z(v, vj GS;L eivj

Cy = {G = (Va,1)| ) TR

n—1h—1
DML 3D SRS I IR
[n] (vi,v;)ESH h=0¢=0,4#h h=0 ¢=0

)

Therefore the code C2 has at most 2n — 1 linearly indepen-
dent constraints which implies that its redundancy is at most
2n — 1. Our main result in this section, which is stated in The-
orem 2, claims that Cs is a double-node-correcting code, i.e.
its minimum distance is three. Thus, according to the Single-
ton bound we get that the redundancy of the code Cs is exactly
2n — 1, which implies that it is an optimal code. In the rest
of this section we provide the proof Theorem 2 by showing
a complexity optimal decoder for the code C, and prove its
correctness.

Throughout this section we assume that G is a graph in the
code Cy and ay(x) for £ € [n] are its neighborhood polyno-
mials. We also assume that the failed nodes are vg, v;. First,
we define the following two polynomials S (x), S2(z) € Ry,
which will be called the syndrome polynomials

S1(x) = ap(z) + a;(x),
Sa(x) = ap(z) + a;(x)x

Next, we prove the following claim.
Claim 1: The following properties hold on the graph G:
a) Forall h € [n]\{0,7}, the value of ej, g+ ey, ; is known.
b) For all m € [n] \ {i}, the value of eg  + €; (m—),, i
known.
c) The value of ¢g; is known.
Proof:
a) According to the neighborhood constraint S; for all
€ [n]\ {0,7}, we have that

‘(modz™ — 1).

n—1
0= E TS E €he = €ho+ ehi+ E €h,0,
(v, ve) ESH 0=0,0#h £e[n]\{0,i,h}
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(a) Neighborhood-Parity Constraints
Fig. 1.

and since ey, ¢ are known for all £ € [n]\{0,, h}, we get
that the value of e}, o + ep,,; is known.

b) Forallm € [n]\{i}, the set D\ {(vo, vim), (Vi Vm—i),)}
is denoted by D). Therefore, we have that

>

(ve,V(m—ryn ) EDm

=

(Ve,V(m—ty, ) ED},

0= €0,(m—0),

€0, (m—10), + eo,m + €i(m—i)ps

and since the value of e,, is known for all
(vs,ve) € Dy, we get that the value of €q, m +€;, (m—)
is known.

¢) According to the diagonal constraint D; we get that

(vs,v0)ED; (vs,ve) €D \{{vo,vi)}

and since the value of e, is known, for all (vs,vs) €
D; \ {(vo,v;)}, the value of e ; is known.

n

0= €s,0 = €0, + €s,05

|
Denote the polynomials Sy (z) and Ss(z) by
n—1
Si(e)= Y (eo,h + €i,h)$h, (6)
h=1,h#i
. n—1
SQ(x) = Z (eo,m + ei,(m—i),,,)xm- (7)
m=0,m%#1

Note that it is possible to compute S;(z) and Sy(z) based
upon the nodes that did not { fail, and as we showed in Claim 1.
Also note that calculating Sy (x) requires (n—2)(n—4) XOR
operations since in each of the n — 2 constraints we read n —3
edges. Similarly, S2(x) requires (n —1)(n —5)/2 XOR oper-
ations since in each of the n— 1 constraints we read (n—3)/2
edges. Next we show an important claim.

Claim 2: The following properties hold on the graph G:

a) For all h € [n], ax(1) = 0. N

b) ao(z) + ai(z) = eio(1+2') + Si(x).

©) ao(x) +a;(z)x! = e + eiix% + S2(z)(moda™ — 1).

Proof:
a) By the definition of the neighborhood constraints, for all
h € [n], S, = {{vn,ve) | £ € [n], h # {}, and therefore

n—1
an(l)= > ene= D ene=0,
£=0,#h (vh,ve)ESH

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 66, NO. 7, JULY 2020

o
- 0

0 . X

. X E *

X + * Q

kS * v * | |

* Q * ] u} Y

V] * ] u] £Y Y .

Q * ] u] L) 0 . X ¥

* [ ] o L3 Y . X E *

[ ] u] L} [ . X S * V] *

(b) Slope-One-Diagonal-Parity Constraints

The constraints over undirected graphs, represented on the lower-triangle-labeling matrix.

b)
ap(z) + a;(x) =

n—1 n—1

) h h

=e0,0 + €% + E eo,nt’" + E e ne”
h=0 h=0

n—1

3 h
=e0,0 + €' + E (eo,h + ez-,h)x
h=0

=eg0 + €'+ (60,0+€i,0) + (eo,i + ei,i)xi+§1(x)
= e, 0(1+2%) + 51 ().

c)
ap(z) + a;(z)z’ =
n—1 n—1
_ 21 m m-+1i
=e0,0 + € x” + €o,mT = + €;,mT
m=0 m=0
n—1
_ 24
=eg0+ ez + E eo,mx™
m=0
n—1
+ E €i (m—i), " (modz™ — 1)
m=0
_ 2i
= €0,0 T €T
n—1
m n
+ E (eoﬂn + ei’<m,i>”) <z (modz™ — 1)
m=0

€00 + emx%—i- (eoﬂ;—i- ew)mi + 5 (z)(moda™ — 1)

=epo + ei,ix% + gg(az)(modx" —1).

|
If no nodes have failed in the graph G, then we can easily
compute both of these polynomials since we know the val-
ues of all the edges. However in case that vy, v; both failed
this becomes a far less trivial problem. However, using several
properties, that will be proved in this section, we will prove
that it is still possible to compute S;(z) and Sz(x) entirely
even though the nodes vg, v; failed. First, we show that it is
possible to compute .S (x) and almost compute Sa(x).
Claim 3: Given the two node failures vg, v;, it is possible
to exactly compute the polynomial Sy (x).
Proof: By using the result of Claim 2(b) we deduce that

S1(z) = ao(x) + ai(z) = e;0(1 + %) + Sy (x).
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According to Claim 1(a) we can compute the polynomial
Si(x) and due to Claim I(c) we can compute e;o. Thus,
we can compute the polynomial Sy (z). [ |

According to Claim 1(c) it is possible compute the edge
ei,0 and this calculation requires (n — 3)/2 XOR operations.
Since the calculation of S;(x) requires (n — 2)(n — 4) XOR
operations, we deduce that it takes (n — 3)/2 + (n — 2)
(n — 4) XOR operations to calculate Sq(z). Next we show
how to calculate the polynomial Sa(z).

Claim 4: Tt is possible to compute all of the coefficients
of< tl)le polynomial S (z) except for the coefficients of z° and
220,

Proof: By using the result of Claim 2(c) we deduce that

So(x) = ap(w) + a;(x)z’
=ego + ei,ix% + gg(x)(modx" —1).

The polynomial §2(x) can be computed due to Claim 1(b).
The only coefficients in this polynomial that we can not com-
pute are 2° and z{?"», which are dependent on the edges eq o
and €4 i |

After we compute e and e; ;, computing S2(x) requires
the same number of XOR operations as we did for S5(z)
which is (n — 1)(n — 5)/2. We now show how to compute
aop(z) and a;(x).

Claim 5: Given the values of eg,e;;, we can compute
the polynomials ag(z) and a;(x), i.e., decode the failed nodes
Vo, Vi

Proof: Assume that the values of e o, e; ; are known. This
implies that we can compute exactly the polynomials S (z)
as well as Sa(z) and let us denote

Sy (x) + Sa(z Z spa” (moda™ — 1),
that is, the coefficients s, for k € [n] are known. By the def-
inition of S (z) and Sz(x) we have that

S1(z) = ao(x) + ai(x),
Sa(x) = ao(z) + ai(x)z

Adding up these two equations results with
Sy (z) + Sa(z) = ai(z) + a;(x)z’ (modz™ — 1).

Thus, we get the following n equations with the n variables
eik, for k € [n]. Forall k € [n]\ {7, (2i),, } we get the equation

= Sk, @)

‘(modz™ — 1).

Cik + Ci (k—i),
for k =i we get the equation
€i,0 = Si,

and lastly for k& = (27), we get the equation

€i,(2d), = S(2i),, -
Since e; and s; for k € [n] are known and since n is a
prime number, by a simple induction using (8) the edges
€i (—i),» €i (~2i), -+ Ci(4i), »Ci(3iy, can be calculated.
Hence, at this point all of the coefficients of a;(x) are known
besides e;;, which assures the claim’s statement for a;(x).

4093

Algorithm 1 Decoding of ¢q (25

1: Decode eg; using the D; constraint
2:0=23

3: sum = eq ;

4: while / < n — 1 do

5. Compute d¢ = €q (¢.5), + €i (04),

6:  Compute fr = e; r.5) + €o((e+1)i),
7: sum = sum + dy + fy

8: {=10+2

9: 607<2i>n = sum

Lastly, the polynomial ag(z) can be decoded by the value of
eo,0 and the equality ag(z) = S1(z) + a;(x). [ |

An important observation is that calculating Sy (z) + Sz ()
requires n XOR operations. After that, calculating a;(x)
requires n — 3 XORs due to (8). The polynomial ag(z)
requires n more XORs by ag(z) = Si(z) + a;(z). We will
show that ego and e;; requires 5(n — 3) XORs and so,
computing ag(x) and a;(x) requires

(n—2)(n—4)+ (n—3)/2+ (n— 1)(n — 5)/2 + 5(n — 3)
+2n+n—3=gn2—%n—9

XOR operations.

Now all that is left to show is the decoding of eg, € ;.
This will be done in two steps; first we will decode the val-
ues of €;n—;, €0 (2iy and then we will derive the values of
€0,0, €i ;- The former edges will be decoded as described in
Algorlthm 1.

Using a similar algorithm we decode the value e; ,—; as
well. To prove the correctness of Algorithm 1, it suffices that
we prove the following claim.

Claim 6: All steps in Algorithm 1 are possible to compute
and furthermore, sum = eq (2;) -

Proof: First we compute the edge ¢g ; due to Claim 1(c).
Next, the values ¢ receives in the while loop of the algorithm
are 3,5,...,n — 2 and for every value of / it is possible to
compute dy by the neighborhood constraint of S.;y . Simi-
larly, the value of f; is computed by the diagonal constraint
Doty -

From the while loop of Algorithm 1, we have that

773

sum = eg ; + Z dok+1 + fary1)

k=1
n—3
2
=co,; + (€0,((2k+1)-4y, T €0,((2k+2)-4), )
k=1
n—1 (@) n—1 ®)
a
= D e, = D, Cor = o,
£=1,05#2 0=1,0#£(2i),,

Step (a) holds since ¢ is a generator of the group Z,,, and thus
{(3i),,,(44),,,...,((n—1)-14),} are all distinct elements in
Zy,, and since we also added the term e ; to this summation.
Lastly, Step (b) holds by the neighborhood constraint of Sy
and we get that sum = €g (2;) - [ |
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Algorithm 2

1: Compute S1(z), S2(x)

2: Compute Sq(z) + Sz(x)

3: Solve the linear system of equations induced from the
equality

Si(x) + So(z) = ai(x) + a;(z)x

in order to decode a;(x)
4: Use the equality ag(z) = Si(x)+a;(x) in order to decode

ap(x)

“(mod (2™ — 1))

Given the value of e;0, computing the edge €g (2 in
Algorithm 1 requires 2(n — 3) XORs. Next, the edge e;;
is calculated using the diagonal constraint Dy , which
requires (n — 3)/2 XORs. The edge eg o us calculated in the
same manner and requires 5(n — 3)/2 XOR operations.

To summarize, given the values of e;;, 0,0, an efficient
decoding procedure with time complexity ©(n?) is described
in Algorithm 2.

Finally, using the properties above we conclude that it is
possible to decode the polynomials ag(z) and a;(x) using
%nQ — %n — 9 XOR operations and the following theorem
is established. Note that the decoding complexity is optimal
since the input size is ©(n?).

Theorem 2: The decoding Algorithm 2 to the code Co, effi-
ciently corrects any two node failures. Its complexity is ©(n?),
where n is the number of nodes.

IV. SINGLE NODE REGENERATION

In this section, we follow the recent works on regenerating
codes [7], [14], [18] in order to analyze a sufficient number of
edges we have to read in order to correct a single node erasure
while using the code Cy. Our goal is to show that in order to
correct a single node erasure, we are not required to read the
rest of the graph in its entirety. Namely, while the number
of edges in the graph is w, we show that it is enough
to read only 3n? + O(n) edges in order to decode a single
node failure. The main result of this section is summarized in
the following theorem.

Theorem 3: For any graph G € Cy with a single node fail-
ure, it suffices to read %nQ + O(n) edges in order to correct
the node failure.

From the symmetry of the code, the algorithm can assume
that vy is the failed node and it is decoded as follows. The
x edges eg.n—1, - .., €0n—a WIill be corrected using the neigh-
borhood constraints S;,¢ € [n]. The rest of the edges will be
corrected using the diagonal constraints D;, € [n]. Through-
out the section, to simplify the calculations, we assume that
when we read the sets S; for i € [n], we also read the self
loop edge ¢;;, that is, we read the neighborhood edge set
N; = S;U{e;i}. We also assume that the edges of the node
v are read at the decoding algorithm as well. Note that these
two assumptions can only weaken the result on the number
of edges that are read in order to decode the node vy and
they do not affect the statement in Theorem 3. Let R(x) be
the set of edges that are read in order to correct the = edges
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x=6
Fig. 2. The red part is the edges which are read in order to

decode the edges eo,13,€0,14,---,€0,18 by the neighborhood constraints
Si,t € [19] \ [13]. The green and blue parts are additional edges which
are read in order to decode the edges ep,0,€0,1,---,€0,12 by the diagonal
constraints D;,¢ € [13].

€on—g, that is, R(z) = |J

1<i<e

€0,n—1s- -, N,—;. We begin

with the following claim.
Claim 7: Let k € [n]. For all A C [n], such that |A| =k,
it holds that | J N;| = nk — (}).

teA
Proof:  Clearly, >, |N¢| = nk, and for all distinct
t1,t2 € [n] it holds that [Ny, N N, | = 1. Note that if k& > 3,
for all B C [n], such that 3 < |B]| < k, it holds that

() V| =o.

teB
Thus, we deduce that

U Nl =) IV

teA teA

2.

t1,ta €A t1F#Ls

k
|Nt1 ﬁNt2| =nk — (2>

|

By Claim 7 we immediately deduce that |R(z)| = nz— (5).

Example 2: Fig. 2 demonstrates the edges that are read for
the case of n = 19,z = 6 when the failed node is vg.

Next, we prove the following claim where we assume that
x < |[n/2]. For convenience, for all ¢ € [n — x|, we denote
the set A;(x) = {en—zit+2/1 <z <z} Remember that
Di={6k75|k,€€[ ] <l€+€> }

Claim 8: The following properties hold:

a) Forall i € [n —z], D; N R(z) = Ai(z).

b) Forallie[n—2z]and 1 <z<a,n—2z>i+z.

¢) Forall i € [n —2z], |Ai(z)| = .

d) Forall : € [n — 2]\ [n—2z] and 1 < 2

n—z>1+z.
e) Forallie [n—a]\[n—2z] |Ai(z)| = [ 23]
Proof:

a) Forall 1 < 2z < x it holds that ¢, ;4. € N,,—, and
thus A;(z ) C R(z). Clearly, ey, 1+, € D;. Hence,
Ai(z) € D;NR(z) and it is possible to verify the other
direction, so A;(z) = D; N R(z).

b) It holds that

(a) O (o)
n—zz2n—x>i+x =21+ 2,

where (a) and (c) hold since 1 < z < x and (b) holds

since i € [n — 2z].
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¢) By the definition of A;(z), for all i € [n — 2z],
|Ai(z)| < x.By (b), foralli € [n—2z]and 1 < z < =z,
n — z > i + z. Therefore, every value of z between 1
and x generates a unique edge e,,_. ;.. Thus, by the
definition of A;(z), we deduce that |A;(x)| = «.

d) It holds that

(a) n—i|® n—i|© .
n—z>n—t J}z—i—t J>Z+Z,
2 2
where (a) and (c) hold since 1 < 2 < | 2| and (b)
holds since n — 2["5*] > i.

e) By (d), forallic [n—a]\[n—2x]and 1 < z < |25,
n—z > 1+ z. Therefore, every value of z between 1 and
|2t -1 generates a unique edge e, i+.. Moreover,
for z = ["5* |, n — 2z > i+ 2. Thus, [4;(z)| > [*F*].
Next, for all [%5*] +1 < 2’ < z, the positive inte-
ger z = n — i — 2 satisfies 1 < z < ["5*]. Hence,
we deduce that the edge €./ 2/ = €y, n—. already
appears in A;(z), and since we already counted
all the edges €ij+.n—» € A;(r), we conclude that

|Ai(2)] = [25].

| ]
Claim 9: It holds that
n—xr—1 rx—1 i
> @ =a2=> 5]
1=n—2x 1=0
Proof: Note that,
n—xr—1 n—xr—1 .
n—1
> Ai@l= Y 5]
i=n—2x i=n—2x
ml{n—i—n—k?xJ zl( VJ)
= S Mt r—|=
‘ 2 < 2
i=0 1=0
rx—1 i
_ 2 -
- Z {QJ
1=0

|

Denote by F'(x) the number of edges that we have to read

in order to reconstruct all the edges in Ny. Now we are ready
to present the proof of Theorem 3.

Proof of Theorem 3: Note that the value |R(x)| corre-
sponds to the number of edges that are read to decode the x
edges €9 n—z,---,€0,n—1, and Z?;qu |D;| — |Az(a:)|) is
the remaining number of edges in order to decode the first
n — x edges €p0,...,€0n—s—1. Thus,

F@) = R@I+ Y (1Dl - 14)
=0
n—xr—1 n—2zx—1 n—x—1
=|R@)|+ D D= > A= D [Ai(@)]
=0 =0 i=n—2z

1
@ o — (g) —l—(n—x)n;— —(n—2z)x

=

r—

(==X 3))

=0
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In the last equation, Step (a) holds since by Claim 7, |R(x)| =
nz — (5), using the fact that for all i € [n], |D;| = %51, also
by Claim 8(c), for all i € [n — 2z], |4;(x)] = «x, and also

using Claim 9 in which

;i}%ﬂ-ﬁ—ilﬂ-

Lastly, it is possible to check that applying = [%] pro-
vides that F([2]) < 5n? 4+ % = 3n? + O(n) as required.
Thus it is sufficient to read only 2n* + O(n) edges in
this decoding algorithm for vy. This concludes the proof of
Theorem 3.

V. BINARY TRIPLE-NODE-ERASURE-CORRECTING CODES

In this section we present a construction of binary triple-
node-erasure-correcting codes for undirected graphs. Let n >
5 be a prime number such that 2 is a primitive number in Z,,.
Let G = (V,,, L) be a graph with n vertices. We will use in
this construction the edge sets Sy, D, for h € [n],m € [n]
which were defined in (3),(4), respectively. In addition, for
s € [n] we define the edge set

Ty = { (v, ve) |k, £ € [n], (k +20),, = s,k # (}.

In this construction we impose the same constraints from Con-
struction 1, that is, the sets S;, will be used to represent parity
constraints on the neighborhood of each node, the sets D,,
will represent parity constraints on the diagonals with slope
one of Ag, and furthermore the sets T will represent parity
constraints on the diagonals with slope two of Ag.

Example 3: In Fig. 3 we present the sets Ts, s € [11] of a
graph G = (Vi1, L) on its labeling matrix A¢, and its lower-
triangle-labeling matrix Af,.

We are now ready to show the following construction.

Construction 2: For all prime number n > 5 where 2 is
primitive in Z,, let Cs be the following code:

(@) X(v,)es, €id =0,h € [n]
G=(Va,L)| (0) X )eD,, ¢ = 0,m € [n]

(€ Xiwiwyer, € = 0,8 € [n]
Note that the code C3 is a subcode of the code Co and for
any graph G over the binary field, by (5) there are only n — 1
independent constraints (a) in Construction 2, and by the same
principle,

Cs =

n—1 n—1 n—1h—1

Z Z €ij = Z Z €(5—20),,0 = 2 Z Zeh,z =0.

s€[n] (vi,v;)€Ts s=0 (=0 h=0 ¢=0
1#£(371s),,

©)

Therefore the code C3 has at most 3n — 2 linearly independent
constraints which implies that its redundancy is not greater
than 3n — 2. Since we will prove in Theorem 4 that Cs is a
triple-node-correcting codes, according to the Singleton bound
we get that the code redundancy is at most a single bit away
from optimality. Our main result in this section is showing the
following theorem.
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0 X * 0 ] £ . kS kX *
Y E * m] [ X * V] [ ]
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. F - o [ X * Q | ] L]
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* u] [ X * V] | ] [ .
| | Y . E3 * u] 0 X *

(a) Slope-Two-Diagonal-Parity Constraints on Ag

Fig. 3.

Theorem 4: For all prime number n > 5 such that 2 is
primitive in Z,, the code Cs is a triple-node-erasure-correcting
code. It is at most a single bit away from optimality.

Proof: Assume on the contrary that there is a graph
G = (V,,L) € C3 where w(G) < 3. We prove here only
the case that w(G) = 3 since the case of w(G) < 2 holds
according to Theorem 2. By the symmetry of Construction 2,
it is sufficient to assume that a vertex cover W of G is
W = {wvo,v;,v;} for distinct ¢, € [n] \ {0}, while all other
cases hold by relabeling the indices 0,7, j. We will show that
G = Gy.

Denote by H; ; the set

HiJ = {ivja <2i>na <2j>n7 <2i + j>n; <2j + ZI)n}v (10)
and for all s € [n], denote by h; ;(s) the sum
hij(8) = eo,s + €i (s—2iy, T €5 (s—2)n (11

t€o,(2-15),, t €i (21 (s—i))n T €5 (21 (s—5))n"

The next claim presents several useful properties.
Claim 10: The following properties hold on the graph G:
a) For all h € [n]\ {0,4,j}, eon +€in + €5 =0.
b) For all m € [n]\ {4,7,(i + j)n}s €0m + €i(m—s), +

ej7<7”_j>n =0.

€) €0it€j(imj), = €05 T Ci(j—iy, = €jiTt €0 (itj), = 0.
d) For all s € [n]\ H; ;, it holds that h; j(s) = 0.
e) It holds that

> hig(s)a®
s€H; ;
= eio(e'+2) + ejo(@? +2%) + e (z¥H 4 2")
(modzx™ —1).

Proof: 'We remind that for all k,¢ € [n] \ {0,4,5},
Cke = 0.
a) We know that for all h € [n]\ {0,7,5},s € [n] \ {h},
(vs,vp) € Sy, and therefore by the definition of the
constraint (a) in Construction 2 we get that

n—1
0= Z €s,h = E €s,h = 60,h+€i,h+€j,h~
(vs,vn)ESh s=0,57%h

b) For all m € [n]\ {¢,7,7+ j}. denote by D), the set

m

D;n = Dm\ {<UO; 'Um>a <(Ui7 v(m—i,)n>7 <vja v(m—j),,,>} .
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(b) Slope-Two-Diagonal-Parity Constraints on A’c

The slope-two-diagonal constraints over undirected graphs, represented on the labeling matrix and the lower-triangle-labeling matrix.

Therefore, we have that

>

(0550(m—j)n ) EDm

E €5, (m—j)ynT €0,m™T €i (m—i), T €], (m—j)nw
(V5530 (m—jyn ) €D,

O:

€j(m—i)n =

and since e, = 0 for all (vs,v;) € D),
€o,m + €i (m—i), +€i(m—i), =0.

¢) Similarly to (b), for m = i we get that (vg,v,,) =
(Vi, V(m—s,) and therefore by the definition of the
constraint (b) in Construction 2 we get that eg; +
€j.¢i—j) = 0. It can be similarly verified that for m = j
we get that eq j + €; (;j—i), = 0 and for m = (i + j),
we get that e;; + eq (i1, = 0.

n

d) For all s € [n], let B, be the following edge set
BS = {<U05 US)) <Uia U(572i>">7 <Uja U(572j>n>7 (12)
(v0,v(2-15),,)5 (Vi V21 (5—0)) 0 )5 (Vs> V(21 (5= f))n ) -

It can be readily verified that for s ¢ {0, (37),, (37),}U
H,;, |Bs|] = 6. For all k € {0,4,j} and for all
s € [n]\{0, (3i)n, (3j)r } it holds that k # (s—2k),, and
therefore, if (vk,v(s_op),) € Bs then (vg, v(s_apy,) €
T, i.e., Bs C Ts. Therefore, by the definition of the
diagonal constraint (¢) in Construction 2 we deduce

that for all s ¢ {0, (3%)y, (37)n} U H; ;,

we get that

0= E €hym = E ek,m = Ri;(s).
(Vi vm ) €T (Vk,vm)EBs
Moreover, for s = 0, (vo,vs) = (vo,v2-1),)

(vo,vp) and therefore |By| = 5. It can be similarly ver-
ified that |B(s;, | = [Bs;),,| = 5. Notice that for all
ke {Ovivj}vs € {Oa <35>na <33>n}’ if <(Ukav(s—2k’)n> €
By then it holds that (vy,v(s_ox),) € Ts U {(vk, vr)},
i.e., By C Ts U {{(vg,vg)}. Therefore again, by the def-
inition of the diagonal constraint (¢) in Construction 2
we deduce that for all s € {0, (37)n, (37)n},

>
('Uk;'Um>eT5U{<'U<3715>n;'U<3715>7

(Vi ,Vm ) EBs

e) Forall s € H; ; let B, be the edge set from (12). Notice
that for s = i we get that (vo, vs) = (Vi, Vi2-1(5—i)),. )

n

€k,mT €(3-15),, (37 1s),
)}

v

€k.m + €(3-15),,,(371s), — h1j(s)
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for s = (2i),, we get that (v;, v(s_2;),,) = (V0,Vi2-14), )
and for s = (20 + j), we get that (v;,v(_2),) =
(Vj,V2-1(s—5)),,)» and therefore for all s € H,;,
| Bs| = 5. Similarly to the proof of (d), the edge set By
consists of all the edges incident to at least one of the
nodes vg, v; and v; in Ty, i.e., By C Ts. Therefore we
deduce that for s € {i,j},

€s,0= E €k,m+ €s,0= E ek,m+e€s,0=hi;(s),

(v, vm ) ETs (v ,Um )EBs

and the coefficient of the monomial z*, 27 in the poly-
nomial deH hi j(s)x® is ez 05€5,05 fespectivgly. The
proof that the coefﬁc:lent of 2%, 2% x%+7 22317 in this
polynomial is e; 0, €; 0, €5, ew is similar, respectively.

|
From this claim we deduce the following equations.
n—1
> (@O,h +ein+ ej,h)fch =0, (13)
h=1,h¢{i,j}
n—1
Z (eo,m + €i(m—i), + 6j7<m—j>,,)$m =0,
m:():mg{imj:(i“rj)n}
(14)
n—1
> hiyls)at =o. as)
SZO,SQHI'J‘

Next, let ag(x),a;(x) and a;(x) be the neighborhood
polynomials without self-loops of G. The following lemma
presents a few equalities that will be used to decode the
values of ag(x),a;(x) and a;(x).

Lemma 5: The following properties hold:

a) ao(z) +a a

: :O(ez)()?_ _ﬁ(x ))—‘i—" 6]1(0()1 + a:J) + €j, 1(37 + a:J)

b) ao(x) + a;(x )g: —l—aj(xgaﬂ
= €00 + €,i7% + € ;27 + e 02" + €027 + e,
modx"—l).

o) ao(z)+a;(z)x? +a;(x)z¥ +ad(z)+a?(z)xt —|—a? (z)a?
= e 0(a' + %) + € 0(x7 + 2%7) + ¢, (2 4 7))
(mod z™—1).
Proof:
a) According to the neighborhood-polynomials definition
we can write

ao(x) + ai(x )—i—a]( )

Z €h,hT +Ze()hx +Zelhx +Zejhx

he{0,i,5}
_ h h
= E ep,hT" + E (6o,h +€ein +6j,h)a?
he{0,i,5} h=0

= €00+ €@’ + e’ + (6070 +eio+ em)
+ (eo,i +eii+ em‘)xl + (60,j +eig+ ej,j)ffj

n—1

+ )
h=1,hg{i,j}

@ oL+ a%) + ejo(l + ) + eju(at +a7),

(eo,h +éein+ Gj,h)xh

where Step (a) holds due to (13).

4097

b)
ao(z) + ai(z )wiﬂt]( )fcj =
=Y emma®™ + Z eo,mr™ + Zezmx
mE{O m}
+ Z ejmz" M =Y e ma +Z eo,mx™
me{O i, j}
—1—2 € (m—i)n T —1—2 € im—j)n, " (modz™ — 1)
=D emma® +Z (“30 mt i (m—i) +ej,<mfj>n)$m
me{0,i,5}
= €0 + it + ej,szj
+ (60,i+€i,0+€j7<z‘—j>n)$i+ (60,j+€i,<j—i>n +€j,0)$j
+ (0,541 + €1 + €3) 2
n—1
+ Z (60,m+ei7<m—i>n + ej,<m—j>n) ™
m=0,m¢ {77, (i-+3)n }
(ﬁ) +]
eoo—l—e”x +e x —l—ezox —l—e]Ox +e;ix
where Step (a) holds due to (14).
c)

ao(z)+ai(z )x%ra( )z 2"Jra2( )+a; (x )x“raf( )z!

=Y eosa’ —I—Zeo s +Zez sx“+21—|—ze sz* 2

se€{0,i,5}
+§ es,sT" +E €0,sT° +E ezsm25+z+§ ej x>t
56{01]}
_ S S S
= E €0,sT +§ €i(s—2i), T +§ €j,(s—2j)n T
s=0 s=0 s=0

(modz™ — 1)

n—1 n—1 n—1
+Z€o,<2—1s>n“fs+zei,<2—1(s—z‘)>nxs+zej,<z—1 (5= n®
s=0 s=0 s=0

n—1 n—1
= Z hi,j(s)xs = Z hi,j(s)x + Z hi,j (S)l‘5
s=0 SEH; ; s=0,s¢ H; ;

(é) ei,o(xi—&-x%)—&-ej',o(xj +x2j) + ej,i(in-s-j +xi+2j)7

where Step (a) holds due to (15).
|
Notice that by setting x = 1 in the equation of Lemma 5(b)
we get that

eo0téiitej;teoteiote:= 0. (16)

Using the result of Lemma 5 we get the next three equali-
ties. The proof of this lemma is given in Appendix A

Lemma 6: The followmg equations hold
a) a;(z)(1 +2") + af(z) = ¢;;(1+ 27) (" + 27)

‘ ~ (modz™-1).

b) ai(z)(1 +27) +a2(z) = e; (1 + %) (2* + 27)
(mod 2™ —1).

©) ao(x)(z® +27) + ad(z) = eg (1 + 2°)(1 + 27)
(mod z™—1).
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Our next step is showing that the value of at least one
of the self-loops ¢;j,e;; or epo is zero. For this goal,
we show another important claim where its proof is given in
Appendix B.

Lemma 7: It holds that eg o + ¢€;; +¢;; =
€44 = 0.

By Lemma 7, we know that at least one of the self-loops
€;,5,€ii OF eq.o is zero, and our next step is showing that one
of the polynomials ag(x),a;(x) or a;j(z) is zero. We assume
that e; ; is zero, while the proof of the other two cases will
be similar based upon Lemma 6(b) and 6(c). By Lemma 6(a),
we get that

€j,0 + ¢j0 +

aj(z)[1 + 2° + aj(z)] = 0(modz™ — 1).

Denote by p(x) the polynomial p(z) = 142" +a;(x) which is
clearly in R,,. Since M, () is irreducible, either M, (z)|a;(z)
or M, (x)|p(z). Since 1 + x|a;(z) and 1+ z|p(z) it is possi-
ble to derive that either a;(z) = 0 or p(x) = 0. We will show
that p(xz) # 0 which will lead to the fact that a;(z) = 0.
Assume on a contrary that p(x) = 0. Therefore we deduce
that a;(z) = 1+ 2" and thus e;; = e o = 1. Notice that in
this case, by Lemma 7 we have that ¢; 0 = 0. By Lemma 5(a)
we deduce that
ao(x) + ai(x) + 1+ 2
= ap(x) + a;(z) + a;j(x)
=cio(1+2") +ejo(l +27) + e’ +27)
=1 +a9)+ (2" +27) =1+,
and therefore ag(x) + a;(x) = 0. Again, by Lemma 7 we
know that ep g + ¢;,; +¢;,; = 0 and therefore, since ¢; ; = 0,
we get that ¢; ; = ep,0. By Lemma 5(b) we deduce that
ao(x) + a;(z)x’ + (1 + ')’
= ag(z) + ai(z)z’ + a;(z)z’
=eg,0 t ei’i(IJ% + ej’ijj —+ el"ol’i + ejyoil,'j
+ej o (moda™ — 1)
=ep,0+ ei7ix2i + 27 4+ 2" (moda™ — 1)
= e+ eiix® + (14 2')2? (moda™ — 1),
and therefore ag(z) + a;(z)z" = eg o + €; ;2% (modaz™ — 1).
Next, we show an important claim.
Claim 11: If
ap(z) + a;(z) =0,
ao(z) + a;(2)x" = eg o + e ;2% (moda™ — 1),
then ag(z) = a;(z) = 0.
Proof: The summation of these equations results with

ai(z)(1+2%) = eg o + e; jx* (modz™ — 1).
It holds that eg o = ¢;; by applying « = 1 in the last equation.
Assume that egg = ¢;; = 1, so we get that
ai(x)(1 + %) =1+ 2% (moda™ — 1).
Since 1+ 2%" = (1 + %), it holds that
(1+2")(1 + 2" + ai(z)) = 0(modz™ — 1).
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Denote by p(z) the polynomial p(z) = 1 + z* + a;(x), and
since p(1) = 0, it holds that 1 + z|p(x). As stated in (2),
it holds that ged(z® 4+ 1, M, (x)) = 1, and since

(1+a")p(z) = (2" = 1)s(z) = Ma(2)(z + 1)s()

for some polynomial s(x) over Fs, we deduce that
M, (z)|p(x). Therefore we get that 2" — 1|p(z), however
p(z) € Ry, and so we deduce that p(x) = 0, that is,
a;(z) = 1+ x'. This results with a contradiction since the
coefficient of z* in a;(z) is 0. Thus eg o = €;; = 0 and

a;(x)(1 + 2%) = 0(modax™ — 1).

Notice that a;(z) € R, and by Claim 2(a) it also holds
a;(1) = 0. Since ged(z® + 1, M, (z)) = 1, we derive that
2™ — 1|a;(z) and since a;(z) € R,, we immediately get that
a;(x) = 0. Finally, since ao(x) + a;(z) = 0, we also get that
ap(z) = 0, and that completes the proof. [ ]

Using Claim 11 we get a contradiction since e;; =
ejo = 1. Therefore, it holds that a;(x) = 0 and since Cj is
a sub code of Cq, we again get that ap(x) = a;(x) = 0, and
that concludes the proof. [ ]

Next, it is proved that the redundancy of the code Cs is
exactly 3n — 2. Every linear code over undirected graphs
U-n,k]r, can be represented by a parity-check matrix of
dimension r X ("'QH) over F,, when r > (";‘1) — k. Let
H be the parity check matrix of the code C3 of dimension
3n x (”;rl), which is constructed as follows. The first n
rows of H, denoted by s, h € [n], are formed by the neigh-
borhood constraints Sp,h € [n]. The next set of n rows,
denoted by d,,,m € [n], are formed by the diagonal con-
straints D,,,, m € [n]. Lastly, the last set of n rows, denoted
by ts, s € [n], are formed by the constraints T, s € [n]. For a
vector u € % denote by w(w) its Hamming weight, i.e., the
number of non-zero entries in u.

Theorem 8: The redundancy of the code Cs is 3n — 2.

Proof: By the Singleton bound in (1), the redundancy of
Cs is at least 3n — 3 and therefore dim(ker H) < 3. Our goal
is to show that dim(ker H) = 2. Let 0, 1 be a length-n vector
of zeros, ones, respectively. Denote by ug,u; the following
vector of length 3n.

Uy = (1,0,0),’11,1 = (anv 1);

respectively. By (5), (9), the sum of the first, last n rows of H
is zero, and thus it holds that the vector ug,w; is in ker H,
respectively. Clearly uy and w; are linearly independent
and therefore dim(ker H) > 2. Furthermore, every self-loop
€m.m,M € [n| appears only in the constraint D,,, m € [n],
and thus only vectors of the form (x,0,y) can be in ker H,
where @,y is a binary vector of length n, respectively.

Now, assume in the contrary that dim(kerH) = 3.
Therefore, we can deduce that there is another vector
uy = (x,0,y) € ker H which is not in span{ug,u;}. Since
the redundancy of the double-node-erasure-correcting code
Cy is 2n — 1, it holds that every n — 1 rows of the first n rows
of H are linearly independent. Hence, y ¢ {0,1} and it can
be similarly proved that ¢ {0,1}. Another observation is
that we can choose a vector x such that w(z) < (n —1)/2,
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since otherwise we can choose a vector x’ such that
(¢’,0,y) = (x,0,y) + uo which is also in ker H and
w(z') < (n—1)/2. The same property holds for the vector y
and thus it is possible to choose vectors x and y, such that
w(zo), w(yy) < (n—1)/2 and uz = (x0,0,yy) € ker H.
Let 1, y; be a vector which results from a single right cyclic
shift of the vector g, y,. By symmetry of the construction
we can relabel the nodes of every graph in the code, and
deduce that the vector us = (x1,0,y,) is also in ker H.
Since w(xp) = w(x1) < (n — 1)/2, there are indices i, j
such that (x¢); =1, (21); = 0 and (z¢); =0, (x1); =1 and
therefore, the vector ws is not in span{wg,u1,u2}. Thus
dim(ker H) > 4 and we get a contradiction. [ ]

V1. DECODING OF THE
TRIPLE-NODE-ERASURE-CORRECTING CODES

In Section V, we proved that the code C3 can correct the
failure of any three nodes in the graph. Note that whenever
three nodes fail, the number of unknown variables is 3n — 3,
and so a naive decoding solution for the code Cs is to solve the
linear equation system of 3n — 2 constraints with the 3n — 3
variables. In this section we show how to efficiently solve this
linear equation system for C3 with time complexity ©(n?).
Clearly, this time complexity is optimal since the complexity
of the input size of the graph is ©(n?).

Assume that G is a graph in the code Cs and that the failed
nodes are vp,v;, and v;. Let v be a binary vector of length
3n — 2 denoted by

v =(€0,0,€0,1, - -

-, €0,n—1,€41,---,€in—1,

€ily--3€5i—15,€55415---, ej,n—l)-

Using the 3n — 2 constraints in the code Cs, it is possible to
form the linear equation system as

H-v=s. (17)

Here, H is a binary (3n—2) X (3n—3) matrix that its columns
are indexed by the edges in v and its rows indexed by the con-
straints S()7 Sl, . Sn_g, Do, l)l7 RN Dn—l; T’Q7 Tl, . ,Tn_g,
and s is a syndrome vector of length 3n — 2, indexed by the
same order of the 3n — 2 constraints, that is calculated from
the surviving edges. In this case, the binary matrix has H
has O(n) non zero entries (three rows with n — 1 one’s and
all other rows with at most 6 one’s) and furthermore, it has a
unique solution since we proved the minimum distance of the
code is four. Hence, according to Wiedemann [19], the vector
v can be found in time complexity O(n?).

VII. CONCLUSION

In this paper we continued our research on codes over
graphs from [23], [24]. We presented an optimal binary con-
struction for codes correcting a failure of two nodes together
with a decoding procedure that its complexity is optimal.
We then extended this construction for triple-node-erasure-
correcting codes which are at most a single bit away from
optimality with respect to the Singleton bound.
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APPENDIX A
Remember that ¢ and j are indices such that
i,j € [n]\ {0}.
Lemma 6: The following equations hold

a) a;j(z)(1+a") + a?(x) =e;;(1+27)(z" +a7)
‘ ~ (modaz"-1).

b) ai(z)(1 +27) +a2(z) = e; (1 + %) (2* + 27)
4 4 ~ (modaz™—1).

¢) ap(x)(z’ +27) + ad(z) = eg (1 + 2°)(1 + a7)
(mod z™—1).

Proof: We only prove equation a while the other two hold
by relabelling of the construction. First we prove two useful
properties on polynomials.

Claim 12: The following equation holds

(2% + 2¥) (1 + 2%) + (1 + 2¥) (1 + 2*)z*
+ (2% + 222 + (1 4 2%)%a
= (1421 + 22 (2¥ + 2%) + (1 + 2%)%a".

Proof: This equation can be rewritten by

(2% + 2¥) (1 + 2%) + (1 + 2¥) (1 + 2*)z*
+ (1 4+ 291 4+ 2%) (2 + 2%) + (1 + 232"
— (xQ'L +$2j)2 + (1 +x2j)2xz’,

or,

(1+29)[(@* + 2%) + (1 + 2¥)z*
+ (1 +x2j)(x2i -|—£C2j) 4 (1 +$i)2xi]
— (xQ'L +$2j)2 + (1 +J)2j)2$i.

Moreover, it can be rewritten by

(1 +$i)[$2i +$2j +x2i +$2j+2i+
+ (L4 2¥)(2* + 2%) + 2* + 2]
— (xQ'L +$2j)2 + (1 +x2j)2xi,

or

(1+ xi)[ij 4 g2t
o g g g2 N gl B

e e e VS
We finally rewrite it by

(1 +(L’i)($2i -I-{E4j +(L’i -I-{E?’i)

_ x4z 4 x4] T zt T x4]+z,

which holds since (1 + z%)(z* + 2% + 2t + 23%) =
22 b gt B 6 g4 g 20 g di g di g g4y
xt 4 M, [

Let eq,0,€;,,¢j,; be the label on the self-loop of node
Vo, V4, v, respectively, and let e;0,¢;0,€j,; be the label on
the edge (v;, vo), (v5, vo), (v;,v;), respectively. We define the
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following three polynomials

p(x) =eii(1+2%) +e;;(1+2%) +e;:(1 + 2°) (1 + 27),

(18)
q(z) =eo0(1 + 2%)+e; ;(2* +2¥)+ej0(a" +27)(1 + "),
(19)
s(x) =€ 0 (fcz + in) + ejﬁo(xj + x2j) + ej,i(x%“ + xi”j).
(20)

Claim 13: The following equation holds
q(x)(1 + ") + p(x)(1 + 2")a® + ¢*(z) + p*(a)a’
s(z)(1+2")? = ej;(1+ ) (1 4 z¥)(2* + 22).
Proof: By the definition,
g(@)(1+2") +p(x)(1 +2")a™ + ¢*(x) +p*(2)a’
+s(x)(1 +2")? =
[e0.0(1+2%) +e; ;(x* +227 )+ o(a' +27) (1 +2")](1+27)
+leai(1+ %) + e (L+2%) + ej (1 +2) (1 + 27)]
(1 4 2)a?
+ leo.o(1 +2%) + e (% + 2%7) +ej0(z" + 27)(1 + 337')]2
+leii(1+2%) 4+ e (L+2%7) + ej (1 + 2%) (1 + 27)]%2*
+leio(a’ +2%) +ejo(@? +2%) + eji(2*H 4 2"F))
(1+a')?
=ego(l+2")32" + e, [(1 +29)%2% + (1 4+ 2)*2"]
Feio(a + 22 (1 + o)
+ejo(l+2')?[(a" +a7) + (2" +27)? + (27 + 2%)]
+eji(1+2)2[(1+29) 2 + (1 + 27 )22’ + (2% + 2'F2)]
+ej[@® +2¥)(1+2") + 1+ 27)(1 +2)a™
F (@ 4 2Y ) (14 2%
@ eo0(1+ 232" 4+ €;:(1 + )%z’ + €;0(1 + 2")?2’
+ejo(l+2")2 (2" + 2%
Feji(l+at) 2% 4+ 22 4 gl 4 g W g2 4 i)
+ e[+ 2 (1 + 2%) (2% + %) + (1 + 2%)32"]
=ego(l+2")32" +e;:(1+ xi)3xi +eio(l + %)
+ejo(l+2")32 +e;i(1+2")3
+ej[(1+a") (1 +2*) (2 +2%) + (1 +27)’2")

2 o) (14 )1+ %)@ +2%),

where Step (a) holds since by Claim 12,
ejl@* +2¥) 1 +2") + (L4 2)(1 + 2')a™
(@ +a¥)?+ (1+ 2%
= e [(1+2)(1 4+ 2¥) (@ + %) + (1 + 2")°2"),

and Step (b) holds since by equation (16) egg + €;,; + €5 +
€0 +ejo+ej;=0. |

Summing the equation of Lemma 5(a) with the equation
of Lemma 5(b) we get

ai(z)(1+ ") + a;(2)(1 +27) = eo0 + eria™ + ¢ 2%
+eio+ejo+eji(at + 27 +2) (moda™ — 1),
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and since eg0 = €;,; + ¢ + €0+ ¢ej o+ ej; we rewrite it as
ai(@)(1+2%) + a;()(1 + 27) @1
= eii(1+2%) +ej;(1+2%) +eji(1+2")(1 +a7)
= p(z)(modz™ — 1).
Multiplying the equation of Lemma 5(a) by 2’ and adding it
to the equation of Lemma 5(b) we get
ao(z)(1 + 2%) + a;(x)(z" + 27) = eg 0 + €i 2% + e; ;2%
+ ei 00 +ej oz’ + 27 + 2" + e; ;2% (moda™ — 1),
and since €;; = €p,0 + €5, + €50 + €50 + €;,; We rewrite it as
ao(z)(1 4+ 2") + a;(x)(z" + 27) = eg (1 4 22)
+ej(2* +2%) +ejo(a’ +a7)(1 + ")
= ¢(z)(modz™ — 1).

(22)

Next, we multiply the equation of Lemma 5(c) by (2% + 1)2.
In the left-hand side of this equation we set the value
of ag(x)(1 + z°) from equation (22) and the value of
a;(z)(1 + 2*) from equation (21) to get that

ag(x)(1 + ') + ai(x)(1 + )2$21+%( )1 +at)?a?
a(Q) z)(1+z ) (x)(l +x ) z" —|—aj(x)(1 —|—xi)2x3
[aj(x)(a +27) +q(x )](1+$)
+ [aj(2) (1 +27) + p(a)](1 + 2")z”
+[aj () (2’ +a7) + gz )]2

(@) (1 +27) + p(a)]? o
)1+ 222 + aj 2(2)(1 + 2?27 (moda™ — 1).

Q

+la
+aj(x
The right-hand side of this equation is
s(z)(1 + z)?(moda™ — 1).

Now, we proceed with the calculations, while having on the
left-hand side only the values that depend on a;(z), so we
receive that,

a;(@)[(2" +2)) (142" + (1+2?) (1 +2)2? 4+ (1 + 2')22?)
+af(@)(@' +a7) + (1+29)%a + (14 2%)%]

= a;(x)(1+ 2%) (2" + 27 + 2% + 2% 4 2 4 o)

+ ?(3?)(371 +ad 4 x4 ¥ 4 2?4 220 (moda™ — 1)
= a;(z)

(1+2")2(1+27) (2" +27)
(x)(l + 291 4+ 27)(z" + 27) (modz™ — 1).

The right-hand side of the last equation is rewritten to be

q(2)(1+ ") + p(a)(1 +2")2* + ¢*(z) + p*(2)2’
+ s(z)(1 + 2")?(modz™ — 1),

(23)

which is equal to e; ;(1+2*)(142%7) (2% +2%) by Claim 13.
Combining both sides together we deduce that
a;(2)(1+2')*(1 + a7) (@' +27)
+ a?(m)(l + 291 4 29)(2* + a:j)
=e;;(1+2)(1 +2%) (2% + 2%)(moda™ — 1),
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which can be rewritten by,

(1+xi)(1+xf)(xi+xj) o
aj(2) (1 +2%) + af(2) + ¢, (1 +27) (2" +27)] =0
(moda™ —1).

Lastly, denote by m(x) the polynomial
m(x) = aj(z)(1 +2') + a?(m) +eji(1+29)(z" + 27),

where it holds that 1+ z|m(z) since m(1) = 0(moda™ — 1).
Notice that the polynomials 1 + 2% and 1 + 27 are in R,, and
by (2) they are co-prime to M,,(x). Similarly, the polynomial
x' + 27 is also in R, and thus is co-prime to M, (z) as well.
Therefore, we deduce that M, (x)|m(x) and m(x) = 0(mod
2™ — 1), which leads to,

a;(z)(1+ %) + a?(m) =e;;(1+27) (2" + 27)(moda™ — 1).

APPENDIX B

Lemma 7: It holds that eg o + ;5 + €5 = €0 + €50 +
€51 = 0.
Proof: We start with proving several important claims.
Claim 14: If

a;j(2)(1 +2") + af(z) (24)
=e; (27 + 2™ + %) (modz™ — 1),
then for all s € [n]
€j,s = €5(2s),, T €5, (25—i)p> (25)
and for all 1 <t < n —1 it holds that
2t -1
(26)

€j.s = E €5 (2ts—Li)y, -
=0

Proof:  First notice that by calculating the coeffi-
cient of x(2¥)» of equation (24) for all s € [n] such that
(28)n & {J, (i + J)n, (2j)n} it holds that

€j,(2s)n T €j,(25—i), T €js = 0.

For (2s),, = 7,(28)n = (i + j)n, (28)n = (2J)n, since the
coefficient of x7,z("T)n 2@ in a;(z),a;(x)a?, a2(x) is
zero, respectively, we deduce that also in this case we can

write
€j,(2s)n T+ €5 (25—i), T €j,s = 0,

which proves the correctness of equation (25).

Next, we prove the rest of this claim by induction on ¢
where 1 <t < n—1.
Base: for ¢ = 1, as we showed above, by calculating the coef-
ficient of z{2*)~ of equation (24) we deduce that for all s € [n]
it holds

€j,s = €5,(2s), T €5, (25—i),-

4101

Step: assume that the claim holds for all 7 where 1 < 7 <
t—1<n—2,that is,

27—1

€j,s = E , €, (275—Li)p -
£=0

By the correctness of equation (25) and replacing s with
(27s — li),, we deduce that

€5,(27s—Li)n = €j(2(27s—i))p T €5,(2(275—Li)—i)p >

and for 7 =t — 1 we get that

2t71 1
€js = E €5 (2t=15—0i),,
=0
2t=1_1 2t—1
= (ej,<2fsf2éi)n + 6;‘,(2%4&4)”) = E €5,(2ts—Li,, -
=0 =0

| ]
For a,t,s € [n] denote by I, , the number

Tots = |{(1,0) | (27s — La), = (a271),, 7 € [t], £ € [27]}].

Corollary 9: For all 1 < ¢t < n —1 and s € [n] it holds
that

2t—1

€js = E € (2ts—tiy, T €j5lit,s-
£=0

Proof: By adding the monomial e; jz° to equation (24)
we get the same expression as in Claim 6(a) on the right-hand
side. According to equation (25), by calculating the coeffi-
cient of x{25)»_ for all s € [n]\ {(27%i),,} we will get e; s =
€j.(25), + €5 (25—, and for s = (271i), we will get e, =
€j,(2s), T €4 (2s—i),, T €j,5. According to the modification of
equation (25) for s = (27%),,, we need to similarly adjust
equation (26) by counting the number of times the self-loop
e;,; should be added to the equation. Hence, by the same argu-

ments of the proof of Claim 14, we deduce that
2t 1
ejvs = Z ej7<2ts_€i>n + ejvaivt!S7
=0
where by definition, I; ; s is the number of pairs (7, ¢) where
7 € [t] and £ € [27] such that (27s — {i),, = (i271),,. [
Next we show another important claim.
Claim 15: For all s € [n] it holds

€j.s = €jlis), T €55 (1+ I na ).
Proof: By Corollary 9 we know that for all ¢, s € [n],

2t—1

€js = E €5 (2ts—Lli), +6j,in7t,S~
=0

Since 2 is primitive in Z,, there exists a t for which
(2%),, = n — 1, or equivalently, there is an odd positive num-
ber h such that 2¢ = hn — 1. It can be verified that in this
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case t = (n — 1)/2. Therefore,

nh—2
Cis = D Cj(msmtiyy T €l n1
(=0
n(h—1)—1 nh—
= D Cifsti, t § N L
=0 {=nh—n
n(h—1)—1 n—2
= E €j(—s—ti), t E €5 (—s—ti)n T €jjl; nt g
=0 =0
-2
(a)
= E €j(—s—ti), T €545 n=t o
(=0
n—1
= €j (i—s), T E €j(—s—tiy, T €y no1
=0

(®)
= €j(i—s)n T €jj T €55d; n1 o

= €jti-s)n + €5 (1+ I ncr o).
Note that the summation Zn(h D-1 €j,(—s—ri), €xpresses the
neighborhood of the jth node (including its self-loop) h — 1
times (i.e., an even number of times). Hence, in Step (a) we
noticed that En(h b1 €j,(—s—eiy, = 0. Step (b) holds since

i—0 € = €5 u

Our next goal is to show that the value of I, »n_1 , is
even. For that we show two more claims. First, we deﬁne for
t € [241] the indicator bit x; as follows:

<2t 1

)
if (271)

=
3

3
VoA
/LS

€T+ —
Tt

,_.

Claim 16: For all 2 <t < " 1

Livi—Tig—1, = Q(Ii,t—l,i —Lit—24) — 1 + x4
Proof: By definition, for ¢ € [%51], I; 4 ; is given by
Ligi = {(m, 0)[270 — li)yy = (i27 "), 7 € [t], £ € [27]}]

=N, 012" = ) = 27 ), 7 € [t], £ € [27]}]

= {(r,m)[(m)n = (27 "), 7 € [t],1 <m <27},
Therefore, it holds that for all 2 < ¢ < "T’l
Livi—Tig—1i={m| (m)p=(27")n1<m <21}
2t71 2t72
=[5 [ ()
n n
2t72
=2 { J + X1 + 1y
n
(@)
20l t—1 — Lig—2,i) — Tp—1 + T4,
where in Step (a) we wused the property that
t—2
Liti—ILit—1,; = J"’xt 1. |

Claim 17: For all t € [”'H] it holds that (I; ¢ ; + )2 = 0.
Proof: We will prove this claim by induction on ¢t € [251].
Base: For ¢ = 0, (2°),, = 1 which is smaller than (271),
and indeed I; 0; + xo = 0. Similarly, for t = 1, (2!),, = 2
which is smaller than (271),, for all prime n > 5 and therefore
again I; 1 ; +x; = 0 is even.
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Step: Assume that the claim holds for ¢ — 1 where
2 <t < L By the induction assumption, we have that
(Iit—1i+ x¢—1)2 = 0, and by Claim 16 we know that

Livi—ITit—1,:=2(L -1,
or similarly

L

—Li—0;) — 1 + 4,

=3Lit—1,— 2L 10 — 1 + T4,

and therefore

(L +x)o = BLi—1,i +2L -0 +Ti—1)2
= (Lit—1,i+x—1)2 =0.

|
Corollary 10: The value of I, »n_1 ; is even.
Proof By Claim 17, it holds that Tno1 = 0 since

(2" b = 251 < 2l = (271) and we immediately

deduce that I, no1 ;18 even [ |
By Claim 15 we know that

€j.s = €j,(ims), T €151+ 1; n1 ).

Since I, »—1 , is even, we get
1, M5

€j,i = €0 T €5
By symmetry of the construction, we also get
eji + €0 + €0 =0,
€50+ €0+ €ep0= 0.
The summation of the last three equalities results with
ejj +e€ii+eoo =0,
and since
€jj +eiit+eoo+ejit+eiotejo=0,
we deduce that

ejit+eiotejo= 0.
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